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PART IV: OVERVIEW

Iran’s digital crisis is not merely a development gap—it is a deliberately engineered
architecture of control. The National Information Network was designed to surveil, not to
serve. Internet shutdowns that cost $15.4 million per hour are instruments of political repression,
not infrastructure failures. Iranian researchers are locked out of AWS, Google Cloud, Azure, and
OpenAl—operating in a state of digital apartheid from the global knowledge economy. The
country’s 5G coverage reaches only 8.2 percent of the population. Data center capacity is
negligible by global standards.

Six chapters follow. Chapter 12 dismantles the digital iron curtain on Day One. Chapter 13
modernizes telecommunications with 5G, fiber, and submarine cables. Chapter 14 builds the
cloud infrastructure and AI compute capacity that a knowledge economy requires. Chapter 15
positions Iran for quantum computing readiness. Chapter 16 builds cybersecurity from the
ground up. Chapter 17 develops space and remote sensing for agriculture, water, and defense.

The total investment across all six chapters is approximately $24—50 billion over 15 years—
with the telecommunications buildout ($15—25B) comprising the largest single component. The
expected combined returns in economic productivity, exports, fraud reduction, and unlocked
value exceed $5—10 billion annually by Year 15. The digital infrastructure described here is not an
end in itself—it is the nervous system through which every other sector in this playbook operates.
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CHAPTER 12: DISMANTLING THE DIGITAL IRON
CURTAIN

This is a Day One chapter. Not Year One. Day One. The act of opening Iran’s internet—fully,
unconditionally, and permanently—is the single most visible signal a transition government can
send that the old order is finished. It costs almost nothing. It changes everything.

12.1 The Architecture of Control

The National Information Network operates a multi-layered “censorship-in-depth”
architecture far more sophisticated than commonly understood. Technical research identifies
at least five layers: DNS poisoning that redirects queries to government block pages; deep packet
inspection examining HTTP headers and TLS Server Name Indication fields; protocol whitelisting
deployed circa 2020 that permits only DNS, HTTP, and HTTPS traffic while silently dropping all
VPN protocols; bandwidth throttling during sensitive periods; and BGP route withdrawal for total
shutdowns. All filtering occurs at centralized chokepoints operated by the
Telecommunication Infrastructure Company (TIC), not at individual ISPs—making the system
both powerful and brittle.

The economic costs are staggering. NetBlocks estimated the November 2019 shutdown at $15.4
million per hour ($369.5 million per day). Iran’s former Chamber of Commerce head pegged
the total cost of the one-week 2019 shutdown at $1.5 billion. The 2022 Mahsa Amini protest
shutdowns cost an estimated $1.6 billion over 17 months of partial blocking. The January 2026
shutdown—the most severe in history—ran at $37—60 million per day, with cumulative losses
exceeding $700—840 million in the first two weeks alone.

12.2 Day One Actions

A transition government must execute the following within its first 24—48 hours:

« Issue executive order directing TIC to disable all content filtering, DPI
systems, and protocol whitelisting. The centralization that made the NIN effective
as a censorship tool also makes it easy to dismantle—a single directive to TIC removes
the filtering layer.

« Restore full BGP routing to all international transit providers. Reconnect Iran
to the global internet at full bandwidth.

« Legalize Starlink and all satellite internet services. Approximately 50,000
Starlink terminals have been smuggled into Iran despite penalties of up to 10 years
imprisonment. SpaceX now operates 10 million+ subscribers globally across 150+
countries with 9,422+ satellites. Terminal cost has dropped to $349 with $120/month
service delivering 120—220 Mbps. In Ukraine, 47,000 terminals were deployed within
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months. Legalization instantly creates rural broadband access where terrestrial
infrastructure does not exist.

« Lift all blocks on cloud services, collaboration platforms, and educational
resources. AWS, Google Cloud, Azure, OpenAl, GitHub, Slack, Coursera (blocked since
2014), and all international platforms become immediately accessible.

« Announce constitutional protection of internet freedom as a fundamental right,
ensuring no future government can reimpose the digital curtain.

Opening the internet costs nothing. Keeping it closed costs $15.4 million
per hour. This is not an economic decision. It is a political one—and it
must be reversed on Day One.

12.3 The Transition from Control Infrastructure to Service
Infrastructure

The NIN’s physical infrastructure—fiber backbone, routing equipment, data centers—is not
destroyed. It is repurposed. The same fiber that carried filtered traffic now carries open traffic.
The TIC becomes a regulated common carrier, providing backbone services to competing ISPs
under a transparent licensing framework. The surveillance databases—HODA, Shahkar, SIAM—
are either dismantled or transferred to civilian oversight with strict data protection law and citizen
access rights (Estonian model: citizens see who viewed their records).

Satellite integration provides the second layer of resilience. LEO constellations (Starlink,
OneWeb, Amazon Kuiper) provide instant broadband to rural and underserved areas where fiber
deployment will take years. This is particularly critical for the peripheral provinces—Sistan-
Baluchestan, Kurdistan, Khuzestan—where the equity framework (Chapter 6) demands
connectivity as a right, not a luxury.
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CHAPTER 13: TELECOMMUNICATIONS
MODERNIZATION

Iran’s telecommunications base is more developed than often assumed: 159 million mobile
connections (1.7 per person), 81.7 percent internet penetration (73 million users), and
approximately 90—94 percent 4G population coverage. However, 5G coverage reaches only 8.2
percent of the population with just 1,200 base stations, and fixed broadband penetration
lags at approximately 8 percent. Two operators—MCI (66 percent market share) and MTN
Irancell (10 percent)—dominate. The telecom market generates approximately $4.4 billion
annually.

13.1 5G Deployment: $15-25 Billion Over a Decade

International rollout costs provide clear benchmarks. South Korea spent $24+ billion to become
the first country with nationwide 5G (2019), achieving 593 base stations per 100,000 inhabitants.
India invested $30+ billion (Reliance Jio alone committed $25 billion) to reach 400+ million 5G
users and 85 percent population coverage within three years. At $165—275 per capita, Iran’s
nationwide 5G deployment would cost approximately $15—25 billion over a decade.

13.2 National Fiber Backbone

Iran’s existing TALASH project has laid approximately 30,000 km of fiber at roughly $333
million, providing a foundation to build upon. National benchmarks for comprehensive buildout:

comy e s

264,000 villages;

India BharatNet 692.299 km fiber $16.5B approved
- 0,
Rwanda National backbone 4,000+ km; 97% 4G ~$130M
coverage
Saudi Arabia STC digital hub National buildout $1B+ (STC alone)
2.
Iran (est.) Full backbone + last 1.65M km?; 92M $10-15B

mile people

13.3 Submarine Cable Diversification

Iran currently connects through FLAG FALCON (Gulf, India, East Africa), EPEG (northern route
through Azerbaijan to Europe), GBICS/MENA (Kuwait to Mumbai), and GBI (Gulf states). The
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vulnerability is geographic concentration in the Persian Gulf. Two to three new regional
cable systems for redundancy—including additional northern routes and a direct India bypass—
would cost $200—500 million.

13.4 The Vendor Decision: Geopolitical Implications

Huawei dominates Iran’s current infrastructure after Ericsson withdrew due to sanctions (Iran
revenue dropped from $93 million to $11 million in one year). In a post-sanctions scenario, three
strategic options emerge:

+  Western alignment (Ericsson/Nokia/Samsung): Signals geopolitical orientation,
unlocks NATO-aligned technology partnerships, enables Open RAN architecture. Higher
initial cost but broader strategic access.

+ Continued Chinese dependence (Huawei/ZTE): Lower cost, faster deployment
leveraging existing infrastructure. Risks long-term technology lock-in and limits Western
investment and intelligence-sharing arrangements.

« Multi-vendor resilience strategy: The recommended approach. Different vendors
for different network segments—Ericsson/Nokia for core network and urban 5G,
Samsung for Open RAN in rural deployment, continued Huawei for non-sensitive last-
mile—providing technology diversification, price competition, and geopolitical hedging.

The vendor decision is not a procurement question. It is a geopolitical

declaration about where Iran intends to position itself in the 21st-century
technology order.
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CHAPTER 14: CLOUD INFRASTRUCTURE, DATA
CENTERS, AND Al COMPUTE

Iranian researchers today cannot access AWS, Google Cloud, Azure, or OpenAl APIs. Local cloud
alternatives are several generations behind in GPU and TPU hardware and 400 percent more
expensive, making competitive Al training impossible within current borders. Iran’s data center
capacity is minimal: 5—20 facilities with no confirmed Tier 3 or 4 certified installations. Total
capacity is estimated well under 50 MW—negligible by global standards.

14.1 The Mirzakhani Al Center

Named for the late Maryam Mirzakhani—the Iranian-born mathematician who became the first
woman and first Iranian to win the Fields Medal—the proposed national Al research center would
anchor Iran’s compute infrastructure. International precedents with specific costs:

HUMAIN: 11 data centers, 200 MW

Saudi Arabia $100B committed
each

UAE MGX (G42 + Mubadala) $100B Al asset target

India IndiaAl Mission $1.25B confirmed

UK Isambard-Al: 5,448 GH200 chips, 21 £300-350M
exaflops

Japan Fugaku supercomputer $1.2B

Singapore National Al compute through 2029 S$1B ($750M)

A 10,000 NVIDIA H100 GPU cluster would cost $400—600 million (GPUs at $25,000—
40,000 each plus networking, power, and cooling). Training a GPT-4-class model costs $63—100+
million in compute alone. However, fine-tuning existing open-source models for Persian language
costs far less: $5—30 million for a high-quality 70B-parameter Persian-optimized model, or $20—
50 million for a more ambitious sovereign LLM comparable to the UAE’s Jais.

14.2 The Persian Language Al Gap

Persian is classified as “low-resource” in Al: only 2.1 percent of the SuperNaturallnstructions
benchmark and 1 percent of the Aya Dataset are in Persian. Existing models like ParsBERT and
FarsInstruct represent useful starting points but lag far behind frontier capabilities. The playbook
budgets $50—200 million for a comprehensive Persian AI program including data
curation, model training, evaluation benchmarks, and deployment infrastructure.
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14.3 Energy-Compute Integration

Iran’s geography offers a natural cooling advantage for data centers. High-altitude plateau terrain
(1,000—-2,000 m elevation) combined with electricity prices under $0.05/kWh provides
competitive fundamentals. Cooling consumes 40 percent of total data center energy globally;
every 1°C drop in ambient temperature reduces cooling energy by 2—4 percent. A 100 MW
hyperscale campus costs $900 million—$1.5 billion at current global rates.

Total data center and Al compute investment: $5—15 billion over 15 years. The range reflects
whether Iran builds sovereign compute capacity at scale (upper end) or primarily partners with
international hyperscalers who build and operate facilities under Iranian data sovereignty
requirements (lower end).

Hyperscaler Partnership Strategy

Post-sanctions, Amazon, Google, Microsoft, and Oracle will compete for the Iranian market. The
strategic question is not whether to invite them but how to structure partnerships that ensure
data sovereignty (Iranian data stays in Iran), technology transfer (Iranian engineers build
and operate facilities, following the UAE Hope Probe model), and local capacity building
(mandatory training requirements and local hiring). The UAE’s negotiation with Google and AWS
provides the template: world-class infrastructure built to international standards, operated under
local regulatory authority, with explicit knowledge transfer provisions.
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CHAPTER 15: QUANTUM COMPUTING READINESS

Iran’s quantum research base is more developed than its international reputation suggests. The
country ranked 16th globally in quantum technology publications in 2023, up from 23rd
in 2014, and holds the top position among Islamic nations across all quantum subfields. In
specific areas, Iran ranks 8th globally in quantum remote sensing, 12th in quantum clocks, and
14th in quantum imaging. The strategy is not to compete with Google or IBM on qubit counts. It
is to build the pipeline before you need it—focusing on the applications most relevant to Iran’s
economy.

15.1 Existing Capabilities

Sharif University houses the Research Center for Quantum Engineering and Photonic
Technologies (founded 2016). Iran University of Science and Technology operates the
Quantronics Lab. Isfahan’s Center of Quantum Science and Technology covers quantum
communication, computing, sensing, and cryptography. The Institute for Research in
Fundamental Sciences (IPM), ranked first in Iran by the Nature Index, conducts foundational
quantum information research. Iran has compiled a national quantum technology roadmap
pending parliamentary ratification.

The critical weakness is brain drain. Dr. Pedram Roushan, denied university admission in Iran as
a Baha’i, is now on Google’s quantum supremacy team—one example of many Iranian-origin
scientists leading global quantum programs. Current estimated investment is below $10 million
per year—roughly 1/70th of what Singapore has invested cumulatively.

15.2 Five Countries, Five Paths

Most relevant

4 thematic hubs RN
model: similar

50-1,000 qubits

India $735M / 8 years ia:;[s?i:i?olﬁrs target scale and
ambition
Single center 2,000+ papers; Proves focused
Singapore $515M cumulative  (CQT) + national SpooQy-1 investment works
strategy CubeSat at small scale

Quantum Act

10,000-person Legislative

South Korea $2.3B announced  2024; 100+
X workforce target framework model
companies
KAUST Quantum Petrochemical

Saudi Arabia

$6.4B future tech

Foundry; Aramco
+ Pasqal
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~$50—100M Defense-driven Defense

Turkey (ASELSAN) S-qubit computer e rsion model

15.3 The Post-Quantum Cryptography Emergency

This is the single most urgent quantum-related action. NIST released its first three post-
quantum cryptography standards in August 2024. The “harvest now, decrypt later” threat is active
today: adversaries are collecting encrypted communications for future quantum decryption.
Every system protecting critical infrastructure—oil and gas SCADA networks, banking
transactions, diplomatic communications, military systems—needs assessment and migration
planning. The U.S. mandated federal PQC adoption by 2035. Iran cannot afford to be a decade
behind. PQC standards are free and open; implementation requires software engineering, not
quantum hardware.

15.4 Priority Applications for Iran

+ Quantum sensors for oil and gas exploration: Iran holds the 4th largest proven
oil reserves and 2nd largest natural gas reserves. Quantum gravimeters and
magnetometers detect subsurface deposits with higher accuracy than classical sensors.
BP and ExxonMobil have joined IBM’s Q Network for subsurface geology.

«  Quantum chemistry for petrochemicals: Iran’s petrochemical industry (second
largest in the Middle East, $24 billion revenue) could use quantum simulation to design
better catalysts and materials.

+  Quantum-secured communications: Satellite-based quantum key distribution,
coordinated with the space program (Chapter 17), provides theoretically unbreakable
encryption for government and financial communications.

Total quantum investment: $450—750 million over 15 years—less than India’s 8-year
mission, but calibrated to Iran’s GDP and starting position. Target: quantum technology
contributing $500 million annually to GDP by Year 15.
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CHAPTER 16: CYBERSECURITY AND DIGITAL
SOVEREIGNTY

Iran is simultaneously one of the most active and most targeted nations in cyberspace. It possesses
significant offensive cyber capabilities while its civilian infrastructure remains deeply vulnerable.
The challenge of digital transition is dual: protect the newly opened infrastructure while
converting offensive capability to defensive and commercial purpose. This is not
unprecedented—Israel’s cybersecurity industry was built on exactly this conversion.

16.1 The Israeli Model: From Military Intelligence to $11 Billion in
Exports

Israel’s cybersecurity sector generated $11 billion in exports by 2021 and attracted $4 billion
in venture capital in 2024—constituting 38 percent of all Israeli tech funding. The foundation is
Unit 8200, the IDF’s largest unit with approximately 5,000 active soldiers responsible for
signals intelligence and cyberwarfare. 80 percent of Israeli cybersecurity founders had IDF
intelligence experience. Alumni founded Check Point (first commercial firewall, 1993, now
approximately $16 billion market cap), CyberArk (approximately $15 billion), and the founders
of Palo Alto Networks (approximately $130 billion). Wiz, founded in 2020, was acquired by
Google for approximately $32 billion in 2025.

The Beer Sheva CyberSpark translates military capability into commercial innovation. This
joint venture of the National Cyber Bureau, Beer Sheva Municipality, and Ben-Gurion University
hosts IBM, Oracle, Deutsche Telekom, Lockheed Martin, and dozens of startups in a 15-building
technology park. The National CERT sits at the park. The IDF relocated approximately 30,000
technology soldiers to nearby bases. The timeline: military intelligence foundations in the 1950s—
70s, Check Point in 1993, formal cyber strategy in 2011, CyberSpark operational in 2017, $11
billion in exports by 2021. Twenty years from deliberate policy to global dominance.

16.2 Estonia and Singapore: Two Complementary Models

In April-May 2007, Russia-linked actors launched 22 days of DDoS attacks against Estonia’s
institutions. The response was transformative: Estonia established the NATO Cooperative
Cyber Defence Centre of Excellence (CCDCOE) in Tallinn in 2008, now hosting 39 member
nations and running Locked Shields, the world’s largest live-fire cyber exercise.

Singapore’s Cyber Security Agency (CSA), established in 2015 directly under the Prime Minister’s
Office, demonstrates centralized capability building. The CSA protects critical information
infrastructure across energy, water, banking, healthcare, and transport. Singapore invested S$50
million in a 3-year Cyber Talent, Innovation, and Growth plan. The 2018 Cybersecurity Act
provides a comprehensive legal framework.
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16.3 What Iran Must Protect—and What It Costs

Critical Infrastructure Security Need Estimated Cost

Oil and gas (4th largest Comprehenswe SCADA/ICS $100—300M

reserves) security

Power grid (85M+ people) Grid control system protection $50-150M

Financial systems Transac;hon security; fraud $30-80M
prevention

Water infrastructure SCADA protection for dams, $20-50M
desal

Telecommunications MBS TGy [PIDe $20-50M

defense

Globally, 55 percent of SCADA/PLC environments operate with limited or outdated security, and
the average ICS breach costs $5.9 million per incident with 23 days of operational disruption.

16.4 The Workforce Challenge

The U.S. employs approximately 3,700 cybersecurity professionals per million population; Israel
and the UK exceed 2,000—4,000 per million. For Iran’s 85 million people, a minimum target of
500 per million means 42,500 professionals, with an aspirational target of 85,000. Currently
the number is likely in the low thousands.

The conversion strategy is Iran’s hidden advantage. Cyber capabilities developed for offensive
operations can be redirected to defensive and commercial use. A mandatory 2-year cybersecurity
service program for top computer science graduates—Iran’s version of Unit 8200—would produce
500 trained defenders per year. Combined with university programs (cybersecurity degrees at 10
universities), intensive boot camps (5,000 per year), and the military pipeline (2,000 per year),
the workforce can scale to 20,000—30,000 within 5 years.

The CyberSpark Equivalent

Establish a dedicated cybersecurity R&D hub in Isfahan or Shiraz—combining university
research, the National CERT, startup incubators, and international technology partners. If Iran
captures just 3 percent of the projected $26 billion Middle East cybersecurity market by 2030,
that represents $780 million in annual revenue. Total cybersecurity investment: $700
million—$1.15 billion over 15 years. Potential annual returns by Year 10: $500 million—$2 billion
in exports plus avoided losses.
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CHAPTER 17: SPACE AND REMOTE SENSING

Iran is the 9th country to independently orbit a satellite, but capability remains far below
potential. The program is split between the civilian Iranian Space Agency (ISA, under the Ministry
of Communications) and the IRGC Aerospace Force, which operates a parallel military program
from Shahrud. This duplication wastes resources but has also driven competitive innovation.

17.1 Current Capabilities

Iran operates four active launch vehicles. The Simorgh (250-300 kg to 500 km LEO) achieved
its first orbital success in January 2024, then set a national record in December 2024 lifting 300
kg including a space tug. The IRGC’s Qased (50—60 kg to 500 km) has a strong record with three
consecutive successes launching the Noor military satellite series. The Qaem-100 all-solid rocket
placed Sorayya at 750 km—Iran’s highest orbit—in January 2024.

On the satellite side, the Russian-built Khayyam (2022, approximately 600 kg, 1-meter
resolution, approximately $40 million) remains Iran’s most capable imaging satellite. The
domestically built Paya/Tolou-3 (December 2025, 150 kg, 5-meter resolution) is the heaviest
indigenous Earth observation satellite. Jam-e Jam 1 (2025) is Iran’s first geostationary
broadcasting satellite, launched from Baikonur. The private sector entered with Kowsar-1.5, an
IoT and imaging CubeSat for smart agriculture.

The budget tells the story of neglect: ISA’s allocation fell to just $4.6 million under Rouhani in
2017, and the program was effectively suspended from 2015—2021. Compare this to ISRO’s $1.55
billion annual budget, the UAE’s cumulative $5.5 billion, or South Korea’s $1.7 billion for its Nuri
rocket alone.

17.2 Four Countries, Four Strategies

Mars orbiter for $74M; 434 s aeifive gl

: Frugal engineering; foreign satellites ) :

gl () commercial services launched; $335M f;inacr:?;s-dnven sel
commercial revenue
Hope Mars Probe . . .

Knowledge transfer . University partnerships

UAE partnerships (Ztng%I\élzitlggﬁeyears from with mandatory local build
iM.ECE sub-meter EO; Satellite manufacturin

Turkey Domestic manufacturing TURKSAT 6A 9

geostationary without launch capability
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Nuri: 1,500 kg to LEO Long-term rocket

South Korea Heavy-lift development after $1.7B / 12 years investment pays off

17.3 Earth Observation: The Emergency Application

Iran faces its worst drought in recorded history. Tehran’s Amir Kabir Dam was only 8 percent full
in December 2025. Satellite-based water monitoring is not a future aspiration—it is an
emergency requirement now. A dedicated national Earth observation constellation
monitoring reservoir levels, groundwater depletion, crop water stress, and flood risk could save
billions in water management efficiency and agricultural losses.

The small satellite revolution changes the calculus. A basic CubeSat can be built for $100,000—
500,000. Planet Labs operates 200+ satellites (5 kg Dove CubeSats at 3—5 meter resolution),
generating over $100 million annually. A 20-satellite Earth observation constellation for
agriculture and water monitoring could cost $10—20 million in satellite hardware—well within
reach. The global space economy reached $613 billion in 2024 (78 percent commercial), projected
to exceed $1 trillion by 2032.

17.4 The Chabahar Space Center and Dual-Use Normalization

The Chabahar Space Center, under construction since 2023 (target: fully operational by March
2031) at 25.3°N latitude, will provide near-equatorial launch advantages. The transition from
military-dominated space to a civilian-led, commercially oriented program requires unifying
the ISA and IRGC programs under a single National Space Authority with a civilian
director reporting to the President. Day One action: issue executive order establishing this
authority.

Total space investment: $800 million—$1.5 billion over 15 years. For context, this is half
what South Korea spent on Nuri alone, and less than the UAE’s total space investment. The return:
satellite data services generating $200—500 million annually serving agriculture, urban planning,
and disaster management across the region, plus commercial launch revenue following ISRO’s
model.
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Part IV: Consolidated Digital Investment Framework

Internet liberation (Ch.
12)

Telecom (5G + fiber)
(Ch. 13)

Cloud + Al compute
(Ch. 14)

Quantum readiness
(Ch. 15)

Cybersecurity (Ch. 16)

Space + remote
sensing (Ch. 17)

TOTAL

Near zero

$15-25B

$5-15B

$450-750M

$700M-
$1.15B

$800M-$1.5B

$24-50B

The Compounding Logic

$1.5-2.5B

$0.5-1.5B

$30-50M

$50-80M

$55-100M

$2-5B/yr

$15.4M/hr
saved

Nationwide 5G

Sovereign Al

$500M
GDP/yr

$500M-2B
exports

$200-500M/yr

Disable NIN; legalize
Starlink

Multi-vendor strategy

Hyperscaler
partnerships

PQC emergency audit

National Cyber
Authority

Unified Space
Authority; EO
constellation

These six sectors form an interconnected digital nervous system. Cybersecurity protects
everything: every satellite ground station, every blockchain transaction, every quantum
communication link, and every digital identity record. Space provides the sensing layer:
satellite Earth observation feeds the agricultural data that digital identity-linked subsidy systems
distribute. Quantum computing provides future-proofing: post-quantum cryptography
secures all digital systems against emerging threats. Cloud and AI compute power
everything: from the Persian language models that serve 92 million citizens to the machine
learning systems that optimize the grid, water distribution, and agricultural output described in

Part III.

The technology exists. The international models are proven. The binding
constraint, as every case study confirms, is institutional: political will,
legal frameworks, governance structures, and the decision to build
systems that empower citizens rather than surveil them.

END OF PART IV

Part V: Advanced Industry and the Innovation Ecosystem follows.
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